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Prerequisite for joining the HEMMS server for automated patching solution

In order to join the HEMMS automated patching, the following conditions have to be met:

a. Outgoing ports 443 and 80 on the endpoint network are open. HEMMS uses pull technology, agents
check with the HEMMS server for any patch updates. Note that ports 80 and 443 on the HEMMS server
are open to all UBC networks, but any new networks (UBC ) may require firewall rule changes.

b. Admins must have an EAD Admin account for access to the HEMMS console.

c. Supported OS’s include versions of Windows 2008, Windows 2012, Windows 7, Windows 10, RHEL 6
and RHEL 7.

The HEMMS agent needs to be installed on the endpoint.

e. Submit a ticket in Service Now for access to the HEMMS console. Click on this link to submit a ticket to

the UBCIT Systems: http://web.it.ubc.ca/forms/systems/

NOTE: Please note that at this time only OS patches are supported in HEMMS. Application
patches are available but not supported.

Logging on to HEMMS:

Logon to HEMMS using your EAD Admin account. https://patch.it.ubc.ca.

Please note that you will only see the endpoints that you have access to. Contact UBCIT Systems If you are not
able to see your group.
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1. Installing HEMMS agent on the endpoint and discovering it in HEMMS

Windows agent:

Windows agent can be installed from the HEMMS console, but it requires additional firewall ports to be
opened (Windows Print File Sharing ports). To avoid that, download the appropriate Windows agent and
install it on the endpoint. Here are the steps:

Login to the HEMMS console with your EAD Admin account.
download the agent from the HEMMS console, click on Tools, Download Agent Installer and you will see
the following window (note you may get prompted to login if you are not already logged in):

» LumensionE EMSS - Download i =10] =]

@ itbps: ffubesys-lemssapp. ead, ube, ca/forms computersfinstallers, asp: dl Certificate Error

Download Agent Installers 2

—Server Information

Yersion: F201007 2RTM)
Server [dentity: BCSY S-LEMSSAPP EAD LBC . CA, @
BCSY S-LEMSSARE |f|j
10784 2
Serial Mumber: FC38CF41-B1D7 445 |jj
—Agent
Operating System:
IMi-:ru:usu:uﬂ Windoves Server 2008 B2 <64 LI
Agert Yersion:
|LEMSS 7.2.0.10 |
Yerzion Infarmation:
Description; For Agert installation on <64 systems. This agert can be used to install the following 22
components:
& Application Control T201256
o Antivirus 7201203 b
& Device Control 72017585
& Core F201180
& Power Management 7201419
o WOL Wiakepoint T201413
& Patch and Remediation  7.2.0.144 -

Diowietload Cancel

—|_|_|_|_|_|_|@ Internet | Protected Mode: OFF |'*"-:i v | R00% v g
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c. OpenaCommand Prompt and navigate to the directory you downloaded the install executable to.

d. Runthe command using your department group name in the GROUPLIST field,
Ilmsetupx64.exe install SERVERIPADDRESS="patch.it.ubc.ca" GROUPLIST="GRP - YOUR GROUP”.

To find your group name, login to HEMMS (https://patch.it.ubc.ca).
Click on Manage, Groups. In the left pane, expand My Groups, University of British Columbia

During the agent install if the endpoint group was not specified then you need to contact the UBCIT Systems
group to add the endpoint to your department group and enable LPR (Lumension Patch Remediation module).

e. From the menu click on Manage, Groups and select the group you specified in step d. Make Endpoint
Membership is selected under View. Make sure to enable “Include sub-groups” next to the Update View

button.
Ozl @+ lx] o e

5 (9 @ |[5 hitms:ipatcht ube. cafForms foroupsidefaut. aspx

servicetlon L., | = Proteus IP Ad... | (=) Network Tran. . I [ Lumension... % I = Edit - Adding ... I = RHN Satellte ... I B cace 07361, I ube.ca

| = PAT - The Per... | ] lemss archite... | The Universit..

Fie Edt View Favorites Tools Help
2 Proteus 1P Address Manage... “Y¢' 1IRA Login - [TServices - TRA 2 | DN Proteus Login & | Mshwork Transmogrifier (¥413) 2 | Basic Linusx Commands

. » -
5 [ servicehow IT Service Man. . J %3 Home  + s Prine v Tools -

« Find: |LAND Previous  Mext ‘,7 Cptions ~ ‘

umension® Endpoint Management and Security Suite vnastBly | ol Dals | Canpkace

EAD\bhsundar | Log Ouf

lome Discover Review Manage Reporis Tools Help

Manage = Groups Endpoints
Inventory
Groups = Jum.. = ENRL - Enrolment Services View: Endpoint Membership A
roups
- Deployments and Tasks ~ Hide Fiters
.
gy Groups L Agent Status:
g Custom Groups FriE)EEs Enablad -] M include sub-groups | Update View
=) SgUniversity of Eritish Columbia
S ADVN - Advancement Services Al Paich and Remediation
[#] g COUN - Counseling Services
. nage nage Agents.. ~ elete able isable  Agenf Versions.. Manage Modules... Wake Now ... por Options v
S DENT - Dentistry Ma Manage Agents Delel Enabl Disable  Agenl Versi M Modul Wake M Expert O
Sg|ENRL - Enrolment Services
Name = 1P Address Operating System AgentStatus  AgentType  AgentVersion  LPRInstalled
SgFOGS - Faculty of Graduate Studie! | |
SFS - Financial Services [ UBCENRL SSFAADE 142,103.1.132 Microsoft Windows Server 2008 R2 Enterprise x64 Online LEMSS 7.2.0.10 Yes
SgHR - Human Resources
SigHSE - Health, Safety and Environme | [ UBCENRL-SFADEV 142.103.219.69  Microsoft Windows Server 2008 R2 Enterprise x64 Online LEMSS 7.2.0.10 Ves
[=] SgIT - Information Technolegy
Sy AA - Access Applications Rows per page: | 100 vI 0 of 2 selected Pagelofl 1

g BA - Business Applications
g DSK - Deskiop Services
[# SgEAD - Enlerprise Active Director
SglAM - identity and Access Mana
[# SgLEMSS Test Endpoints
HgSY'S - Systems Architecture
Wy SYS - Systems Infrastructure
Sy TST - Test Provisioning
[ T TST-LEMSS-DEV
= S TST-LEMSS-PRD
SgTST-LEMSS-FRD-RHELS-64
SgTST-LEMSS-PRD-RHELS-64
SgTST-LEMSS-PRD-WIN
gDl - Virtual Desktop Infrastruct
HgVss - Virtual Server Services
g WEBI - Web Infrastructure
SgLIE - Library
g RMS - Risk Management Services
g S0l - Faculty of Science
SigUHES - Student Health Services

[ & System Groups
[# {#5Directory Service Groups
4

4

o
f.  Once the agent is installed it will check in with the HEMMS server. Once it shows in HEMMS click on the
endpoint and make sure that LPR is enabled. “Yes” in the LPR Installed column confirms that LPR in

enabled, but if you see “No” then you need to enable it.
g. To enable LPR, select the endpoint, and click on “Manage Modules”
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Lumension® Endpoint Management and Security Suite

Home i J Manage Ri ] Tools Help

Manage = Endpoints > Information for LEMESAMNTEST
Information Yulnerabilities Imventory Deployments and Tasks
[ Depiay.. [ Enabiz B Disable  Agent Versiong..  Manage Modules.. ScanMpw ~  RebootMow.. Manage Remotsly ~  VakeNowe.. [ Export
] Eropoint Name: LEMSS-WINTEST Operating System: Win2Ke
| DME: lermss-wintest!. systefgs.itubeca 0% Version 6.0
IP: 137.82.132.86 05 Service Pack: Service Pack 2
MAC Address: 00:50:56:81:02:34 05 Build Number: 6002
Description: Y88 Provisioned Image
Agent Information Status
Agentwersion: 71070 Agent status: online
Agentinstallation date (Server). 11/07/2012 2:16:29 PM Last connected date (Server): 08082012 8:54:38 AM
Uninstall password: _Vlew. LPR status: Idle
- Last DAU scan status: Success
Last DAU scan time (Server). 08/08/2012 1:55:00 AM
Ci Information
Caornponent Available with this AgentVersion Installed Installation Date/Tirme (Serer) Running Version Policy Version
Core Yes Wes 110772012 7:42:12 Ak 7.L.0.1200 7101200
Patch Yes Wes 1L/07/2012 2:14:49 P 710103 L0103
WOL akepoint Yes Mo 7101448
Group
Group Marme Qriginating Group Type Deployments Applicable Added By Date Added (Server)
137.82.132x 137.82.132.x System Group Wes Patchlink Corp, 110772012 2:17:47 PM
Ungrouped Ungrouped System Groups Wes Patchlink Corp, 11/07/2012 7:43:19 AW
WhAWiare Whliare System Group Wes Patchlink Corp, 1170772012 T:44:16 Ak4
Windka WinZkg Systerm Group Wes Patchlink Corp, 110742012 7:43:19 AW
137820 137.82.132x System Group Yes Patchlink Corp, 11/07/2012 2:17:47 PM

h. Select check box next to the appropriate endpoint (under Patch), click OK. You will see the endpoint go
into “Pending”. After a few minutes you will see LPR status change to YES.
NOTE: Click on “Update View” button to refresh the display (on the listing of Endpoint page).
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) EMSS - Windows Internet Explorer

=10l

- ___—— ___ ___
@ https: fiubesys-lemssapp. ead . ubc.cafforms)admin/Modulelicense, aspx?Endpoints=4130f6c5-4a7 7-470b-bd7h-2fdadeSd&5ac

|@' Certificate Error | 4

Add/Remove Modules

21K

Select the modules you would like to add or deselect the ones you would like to remove.

Licenses Patch
Purchased [hon-expired) 1500
In Use 45
Pending a
Lwailable 1455
Endpoint Mame IP Address Agent Wersion

LERAS S-WWINTESTL 1378213286 7..0.70

R perpage:l100 'I

Pagelofl 1M

oK | cancel
|Done l_l_l_’_|_|_|e Inkernet | Protected Mode: Off ¥q T | 100w - S
I 127 02127 . 42707127 . i - W LR PN PN P
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Linux Agent:
HEMMS Linux agent can be installed on Red Hat Enterprise Linux 6 and 7 (32bit or 64bit). Login as root
and enter the following commands to install the HEMMS Linux agent.
a. # wget http://patch.it.ubc.ca/download/UnixPatchAgent.pl.
This will download the agent on your server (endpoint), you will see the following message:

(3 TST_LEMSS_5_32 on Ifsc21-11.vss.it.ubc.ca - | [m] | 5[

File Wiew WM

i IF @‘E‘J 4 Hﬁ\ﬁzﬁ' P

[root@tst-lems=-5-32
[rootBtst-lemss-5-32

UnixPatchAgent.pl
UnixPatchAgent.pl.1
[rootBtst-lemss-5-32 ~1# cd susr~localspatchagent
[root@tst-lemss-5-32 patchagentlst 1s
agent.port update.conf .bak
install.log update.pkg

SoftPkg.xml
[rootBtst-lemss-5-32 patchagentl# wget http:- ~spatch.it.ubc.casdounload-UnixPatch
Agent.pl
--£2812-11-88 18:83:49-- http:rrspatch.it.ubc.cardownload/UnixPatchfigent.pl
Resolving patch.it.ubc.ca... 18.7.8.4
Connecting to patch.it.ubc.cailB.?.8.41:88... connected.
HTTP request sent, awaiting response... Z88 DK
Length: 6177 (6.8K) [applicationsoctet-stream]l
Saving to: “UnixPatchAgent.pl’

>1 6,177 --.-Krs in Bs
2812-11-88 18:83:49 (218 MBrs) - “UnixPatchAgent.pl’ saved [6177-61771

[root@tst-lemss-5-32 patchagentls#t _

b. # perl UnixPatchAgent.pl."GRP - YOURGROUP"
Using the endpoint group this server should belong to
To find your group name, login to HEMMS (https://patch.it.ubc.ca).
Click on Manage, Groups. In the left pane, expand My Groups, University of British Columbia.
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named “LPR Installed” you should see “Yes”. See the screenshot below.

£ Lumension® EMSS - Groups - Windows Internet Explorer

After a few seconds you should see your endpoint in the appropriate group. Note that under column

@:j = [[5) titps:patch.ic.ubc. cafForms/roupsideault aspc

Y [4l pen Reque‘.‘l D servicetiow nsu.| (=2 Proteus [P Addr... | a2 Netwovarar\sm.ul Lumension(. .. x| 1y To-Do Lists - Ti... | /= Search the Dire.., | (=2 Pakch Managern. . | B rzdhat.com

=lol x|
A A |4l i Lo k3

| B rechat 5- Goon... ||

| File Edit View Favorites Tools

Help

J 5 Y JRALogin - ITServices - IRA () Servicehlow 1T Service Man. ..

' OMS Proteus Login £ | Network Transmogrifier (¥413) £ | UBC 1T Yirtual Server Reque... [Pl Mebapp Support

» = >
J KjiHome  ~ omnPrint - Tooks -

X Find: [CoREsYR

Lumension® Endpoint Management and Security Suite

Home Discover Review

Manage > Groups

Groups

Manage

[ ~

My Groups
g Custom Groups
FgUniversity of British Columbia
SgADVN- Advancement Services
g DENT - Dentistry
SgENRL - Enrolment Services
SgFS - Financial Services
SgHR - Human Resources
SgHSE - Health, Safety and Environment
J=| ST - Information Teehnology
Sgan - Access Appications
SgBA - Business Appications
SigDSK - Desktop Services
[¥ SgEAD- Enterprise Active Directory
SglAM - ldentity and Access Manager
[=) SgLEVSS Test Endpoints
[ SyLEMSS RedHal 5 Test Endpoints
[l SwLEMSS RedHat 6 Test Endpoints
Sy LEMSS RedHat 6 32
SoLEM S Redit 654

[ SgLEMSS Window s Test Endpoints

NOTE:

Previous  hext H? Options ~ |

Vulnerability

Reports Tools Help

Endpoint

Management Protection

Data Compliance
Protection & Reportis
EADbhsundar | Log Out

‘ ... » LBMSS Test Endpoints > LBMSS RedHat 6 Test Endpoin... » LEMSS RedHat 6 64 Wiew: Endpoint Membership -
- Hide Fiters
Name: Agent Status:
I [—ai= =] [ mciude sub-groups [ Update view
Al Patch and Remediation
Manage  Manage Agents.. v Delete Enable Disable  AgentVersions.. Manage Modules. ‘Wake Now ... D Export Opfions
T Name+ IP Address Agent Status Operating System Agent Type Agent Version LPR Installed
T ISILEMSS-6.64 10.91.65.222 Online Red Hat Enterprise Linux Server & on x86_64 Patch 7.0203 Yes
Rows per page: | 100 ¥ 00of 1 selected Page1of1 M1 M
LPR Installed is
enabled

If the endpoint is not added automatically to a group then the endpoint will go into the general pool and

UBCIT Systems group will need to add it to your group before you can see it in HEMMS.
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You can create sub group by right clicking on a group and selecting Create Group.
To add or move an endpoint to a group follow the steps below.

Click on Manage, Groups.

Lumension® Endpoint Management and Security Suite

Manage = Groups Endpoirts
Inventory
Groups » Linux & Wiew: Wulnerabilities -
Groups
[ \~ = f—— = Hide Fiters | 4]
(= ey Groups Applicabity: State: Detection status:
Agent Palicy Sef
SgCustom Groups s A o] [~ai— =] [Enabiea o] [MotPatched =] T nciude subcroups Update View
[= SwUniversity of British Columbsia
SgENRL - Enralmert Services Patch and Remediation
(=] ST - Information Technology [ —
[ gCA - Collsharative Appicatiol | Bl Disable Upciste Cache | [ Deploy..  Scanhow ~ [ Export Options =
[+ SsEAD - Enterprise Active Dire
o [ o
] Sl - Idertity and Access M [} W name Content type v a (] @ (17 7o
El %S;i' SVT”’S Infrastructurt | W Red Hot 2042:0366-00 RHEA vum bug fix update for RHEL 686 64 Recommended o 1 0 ] 1 100
inux
g Linus 6] > WY Red Hat 2012:0367-01 RHSA Critical; firefax security and bug fis updat.. Critical- 011 0 1 0 ] 1 00
Sgindows
SR - ek Intrastructure | > WY Red Hat 2012:0383-01 RHSA Moderate; alibe security snd bug ficupd...  Critical - 011 0 1 0 ] 1 00
[ K5} System Groups -
8 #pirectory Service Groups > WY Red Hat 2012:0412-01 RHEA trdata enhancement update for RHEL 6. Recommended 0 1 0 ] 1 00
> O WY Red Hat 2012:0415-01 RHBA chkconfin bug fix undate for RHEL 6 x86 ... Recommended 0 1 0 ] 1 00
> O WY Red Hat 2012:0416-01 RHBA cups bug fix update for RHEL 6386 64 Recommended 0 1 0 ] 1 00
> O WY Red Hat 2012:0419-01 RHBA libvirt buid fix update for RHEL 6x06 64 Recommended 0 1 0 ] 1 00
> WY Red Hat 2012:0429-01 RHSA Imp Ortant: anutls 38 Curity update for RHE... Critical- 01 0 1 0 ] 1 00
> WY Red Hat 2012:0430-01 RHEA curl bus fix update for RHEL 6 6 64 Recommended 0 1 0 ] 1 00
> r a Red Hat 2012:0431-01 RHBA libssh2 buq fi update for RHEL 6 86 64 Recommended o 1 0 o 1 100
> T N Red Hat 2012:0435-01 RHEA gdm enhancement update for RHEL 6 x86... R [ 1 0 L] 1 100
> T N Red Hat 2012:0451-01 RHSA Important: rpm secutity update for RHEL ... Critical - 01 [ 1 0 L] 1 100
> r a Red Hat 2012:0464-01 RHBA libarchive bug fix update for RHEL 6 x86 64 Recommended o 1 0 o 1 100
> O WY Red Hat 2012048501 RHSA Critical: samba security update far RHEL 6... Critical - i1 o 1 0 ] 1 100
[ BN Ded Hat 21 M4RT.01 RHSL Ttk frestine secuihy indates far ke Critienl il n 1 n [ 1 A

Manage = Groups

Groups ‘ .. IT - Infarmation Technolosy » S5 - Systems = Linux § View: Yulnerabilities -
[ > & Hide Fiters | ]
(= ity Groups Hame or CYE-ID: Cortert type: Applicabilty: State: Detection status:
SigCustom Groups [ Al =] [-an— ~] [Enabled =] [etPatehed =] T inciude sub-groups  Upslate View
[=] SgLiniversity of Briish Columbia
SgENRL - Enrolment Services Patch and Remediation
[=] ST - Information Technalogy
] SgCA - Collaborative Applcatiol 1 Dissble Updste Cache  [2] Deploy...  ScanMow v [] Export Options
[#] SgEAD - Enterprise Active Dire .
o
] Sl - Idertty andl Access M r W tames TR v o ® @ %
\ W Red Hat 2012:0386-01 RHBA yum bua fix update for RHEL 6 x86 64 Recommendec o 1 0 0 1 00
W Red Hat 2012036700 RHSA Critical: firefox security and buq fix updat., Critical - 01 o 1 0 0 1 100
Create Group
S - el Enclpoints to Group Rzt Hat 2012:0393-01 RHSS Moderate: qlibe security and bug fixupd...  Critical - 01 0 1 0 0 1 00
System Group: =
ioctory Servi Information Red Hat 2012,0412-01 RHEA tzdats enhancement update for RHEL 6., Recommendec o 1 0 0 1 100
Group Membershin Fed Hat 2012:0415-01 RHEA chicconfia bug fix update for RHEL 666 .. Recommendect o 1 0 0 1 100
Endpoint Memosrship Fiedt Hat 2012,0416-01 RHE Cups bua fix update for RHEL 6286 64 Recommendd [ 1 0 0 1 00
Mandatory Basling
W Red Hot 2010,0419-00 RHEA |ibwirt bug fix update for RHEL & x66 62 Recommended o 1 0 0 1 100
Wunerakiities
wertary N Red Hat 2012042000 RHSA Impartant: anutls security update for RHE... Critical - 01 o 1 0 0 1 100
= W Redt Hat 2002,0430-00 RHEA curl bud fis usdste for RHEL 6 %96 64 Recommende 0 1 0 0 1 00
CEMFEREES N Red Hat 201204310 RHEA libssh2 bug fix update for RHEL £ %88 84 Recommencded 0 1 0 0 1 100
Roles:
@ N Red Hot 2012043500 RHEA qdm enhan cement update for RHEL 6 ... R o 1 0 0 1 100
Dashboard
i Rued Hat 2012,0451-01 RHSA Important; rom security update for RHEL . Critical - 011 0 1 0 0 1 100
Settings L]
s W Red Hot 2012,0464.00 RHEA libarchive bua fix update for BHEL 6 x86 £4 Recommended o 1 0 0 1 100
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c. Click “Manage”.

Lumension® Endpoint Management and Security Suite

Home D Mahate s

Marage = Groups

Groups | ... T - Information Technalogy > SV - Systems Infrastructur... > Linux 6 View: Endpoint Membership -
[ P « Hicke Fiters
(= My Groups Marme: Agert Status:
SgCustom Groups [ Enabled =] 7 include sub-groups  Update View
(=] Sgliniversty of Briish Columbia :
SgEMRL - Enrolment Servic All Patch and Remediation
(=] 9T - Information TechnojdGy =
[ S - Colaborative/spplcatio|| Menage | Manage Agents... ~ Deletdy | [ Ensble [ Dissble  Agert Versions...  Manage Modues... WakeNow... | [ Bxport Options ~
[ gEAD - Enterprise fictive Dire -
[ SiglaM - (dertty and|access ) | [ Name = P Address BgentStatus  Operating System AgentType  AgentVersion  LPRInstalled
=] %S.V%S'SVS‘E"‘S Ini [ TST-LEMSS--64 10.91.65.222 online Red Hat Enterprise Linux Server & on x88_64 Patch 7.0203 Yes
Linux 5
SgLinu 6 Rows per page: [100 0 of 1 selected Pagelofl H1M
Sgindows

SgVVEBI - Wb Infrastructure
System Groups
irectory Service Groups

d. Select the appropriate endpoint and click “Assign”. The endpoint will show in windows above, click
OK.

X Find; |142.103.173,192 Previous Next || J Options - |

Lumension® Endpoint Management and Security Suite

Marage > Groups

Groups ‘ ... = IT - Information Technology = S - Systems Infrastructur... » Linuz 6

Wiew: | Endpoint Membership -

I = ame DHS Hame
= &My Groups
SgCustom Groups TET-LEMS:
(= SgUniverstty of British Columbia TS TEme=EET
SgENRL - Enrolment Services
= 9l - Information Technology
[l SCA - Collahorative Applicatio
[# SwEAD - Enterprise Active Dire
] FglAM - ldertity and Access b
5] SSVE - Systems Infrastructurg
Sglinux 5
SaLinurd
SgWindows

SgVEB! - Wb Infrastructure l« < [1 oft Pages > 3| Rows Per Page: 100 ¥
watem Groups
= .E)wemry Service Groups

Selected Endpoints: 2
E

Show Filters - Apply Fiters - Clear Fiters
05

tat-lemss-5-64-njava sa it ubc ca Linux

tst-lems=-6-64 saitubc.ca Linu

=

Assign | Asion Al Remove | Remove Al

Endpaints: 43 @ Browse Endpoints ¢ Impart Encipoint List Show Fiters - Apply Filters - Clear Fiters
Endpaint Hame DHS Hame 05 -
™ pBDEVLZ2 dbdevI22 vebi it ubc ca Linwx

™ pet det eaddev ubc ca WIN2KER2xE4 =
™ bez DC2 eaddev.ubc ca WINZHER2XE4

[ EaD-cvNTS1 EAD-CHINTS1 Win7 x4

[~ EAD-CVINHPS1 eath-cwinepst WinKP

[~ EAD-FIMDI eati-fimd1 eaddey ubc ca WInZKER 264

[~ EADMGTDN eati-mtel saddiev.ub ca WInZKER 264

I eamousTna mar metd? aadtE e oA

MR AR PR

l« < [1 oft Pages = 3| Rows Per Page: [100 ¥

- | 5 ok | cancel |
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2. Schedule Patching

Patching can be scheduled by group or by individual endpoints. In this example we will show how to schedule
patching by group as long as all endpoints in the group have the same OS version.

NOTE: Please note that at this time only OS patches should be deployed using HEMMS. Third
party application patches are available, but not supported by UBCIT at this time.

a. Click Manage, Groups. You should see the groups you have access to.

Lumension® Endpoint Management and Security Suite

Home Tools Help
Manage = Groups

Groups ‘ME= University of British Colum... Wiew: | Graup Membershin -
I 7| create Delete | Move [=] Deploy. ScanMow v RebootMow .. [ Export Qptions ¥
o
oMy Groups
SigCustom Groups C action B wame = Description Distinguished Mame Endpoints
=) Sgliniversity of British Columbia - - - ¥
SgADYM - Advancement Services
SENRL - Enrolment Services r B S ADVH - Sdvancement Services OU=ADYN - Bdvancement Services, OU=Universi.. ]
[ 9aIT - Information Technology
[H TCa, - Colahorative Applcations | [~ [ 3 S EMRL- Enrolment Senices Enralment Services OU=ENRL - Enralment Seniices, BU=Liniversity of.., 2
[l SgEAD - Erterprise Active Director
] SglaM - dertily and Access Mansg|| | 2] S I Information Technal OU=IT - Information Technalogy, O L= University ... o
B TS - Systems Infrastructure Raws per page: [100 7] 0 o7 3 selected Pagelafl M1kl
SgLinux 5
Sglinux &
Sghindo s
SigWEBI - Wieb Infrastructure
[+ 55 System Groups
[ hpirectory Service Groups
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b. Right click on the appropriate group, and select Vulnerabilities.

Lumension® Endpoint Management and Security Suite e

Home Discover Review Manage Reports Tools Help EAD\bhsundar | Log O

Manage > Groups

Groups | ... > IT - Information Technology > TST-LEMSS-DEV > TST-LEMSS-RHELE-64 View: Vulnerabilities -
[ > = Hide Filters
g :EDUL - Faculty of Education Name or CVE-ID: Content type: Applicabilty State: Detection status:
ENRAL - Enrolment Services - -
(Critical and Not Supersede|w | |Applicable |w| |Enabled|w| |NotPatched 7] Update View
SESO - eHealth Strategy Office | | | I | Include sub-groups
SgFOGS - Faculty of Graduate Studies. Patch and Remediation
SgFRSC - Faculty of Forestry
SgFS - Financial Services Cache | [J Deploy.. ScanNow + [ Export Optons +
SgHR - Human Resources
SgHSE - Health, Safety and Environmen O B Name Content type 4 [x] o @ () %~
[=] SgIT - Information Technology R
SgAA - Accass Applications. > O N Red Hat 2014:0126-01 RHSA Moderate: openldap security and bug fix upda... Critical i 1 i [ 1 100
SgBA - Business Applications . . )
SgDSK _Desktop Services > O MY Red Hat 2014:0127-02 RHSA Moderate: librsva2 security update for RHELG ... Critical 0 1 0 0 1 100
[ SgEAD - Enterprise Active Diractory > O N Red Hat 2014:0132-01 RHSA Critical: firefox security update for RHEL 6 x36 64 Critical 0 1 0 [ 1 100
Siglal - Identity and Access Manag:
[ S@SA - Systems Architecture > O B Red Hat 2014:0151-01 RHSA Low: waet security and bug fix update for RHE... Critical 0 1 0 ] 1 100
[=] 9gSYS - Systems. .
SgQuota Management > O N Red Hat 2014:0159.01 RHSA Important: kernel security and bug fix update f... Critical 0 1 0 0 1 100
a:rsfflt Provisioning > O N Red Hat 2014:0164-01 RHSA Moderate: mysql security and bug fix update f...  Critical i 1 i [ 1 100
=/ S TST-LEMSS-DEV Rows per page: 0 of 6 selected Pagelofl M 1M
SgTST-LEMSS_6-PRD

SgTST-LEMSS-DEV-
SgTST-LEMSS-DEV-
Sy TST-LEMSS-DEV- ‘Add Endpoints to Group

Create Group

SgVDI - Virtual Deskiop Eiicossloty

SgV/sS - Virtual Server
[+ SgWEBI - Web Infrastrul
SgLAW - Faculty of Law
SigLIB - Library
Sig 0AB - Old Admin Buildin
SigPADM - Pensions
SgPIR - Planning and Institu
SgPWAL - Peter Wall Instit

[=] SgRISE - Research Informa

SgRISE App

<

Group Membership
Endpoint Membership
Wandatory Baselne
Vulnerabilties
Inventory

Deployments and Tasks
Agent Policy Sets

Roles

Dashboard

mension e

T Secured. Success Optimized
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d. Patching can be selected by Content type, Applicability, State or Detection Status. It is recommended that you
select the following options, Applicable for Applicability, Enabled for State, Not Patched for Detection status.
For Content type it all depends how you want to patch your endpoint. It is recommended that you select
“Critical and Not Superseded”.

Lumension® Endpoint Management and Security Suite L =l

Home Di Ber Review Manage Reports Tools Help EAD\bhsundar | Log Ou

Manage > Groups

Groups |H>!T—In|urman0n Technology > TST-LEMSS-DEV > TST-LEMSS-RHEL6-64 View: | Vulnerabilities -
[ » ~ Hide Fiters.
] BgEDUC - Facutty of Education Name or CVE-ID Content type: Applicabiity: State Detection status.
[ SyENAL - Enrolment Services Critical and Not Su ] [Applicable [Enables [met Petonea Include sub-groups | Update View

GgESO - eHealth Strategy Office
g::SS’FF“”:: “f'f’“:a'e Studies Patch and Remediation .
_ Facuty of Forestry
Sy FS - Financial Services
SgHR - Human Resources

cache | [ Deploy. ScanNow ~ [I] Export Options =

SgHSE - Health, Safety and Environmen O B Hame Content type v [x] [N @ [ %=
[ ST - Information Technology R
Gy AA - Access Applications. > O W Red Hat 2014:0126-01 RHSA Moderate: openldap security and bug fix upda... Critical 0 1 0 0 1 100
BgBA - Business Applications 2 A )
HDSK - Desktop Services > O W1 Red Hat 2014:0127.02 RHSA Moderate: librsva2 security update for RHELG ... Critical 0 1 0 0 1 100
[ SgEAD - Enterpriss Active Directory || 5[] M Red Hat 2014:0132-01 RHSA Critical: firefox security update for RHEL 6 86 64 Critical 0 1 0 0 1 100
g AM - identity and Access Managi
[ 54 - Systems Architecture > O W Red Hat 2014:0151.01 RHSA Low: wqet security and bug fix update for RHE... Critical 0 1 0 0 1 100
[ S5 - Systems. .
g Quota Management > O W Red Hat 2014:0159.01 RHSA Important: kernel security and bug fix update f.. Critical 0 1 0 0 1 100
SCOM .
= > O W Red Hat 2014:0164.01 RHSA Moderate: mysql security and bug fix update f...  Critical 0 1 0 0 1 100

SgTST - Test Provisioning
= g TST-LEMSS-DEV
SgTST-LEMSS_8-PRD
Sy TST-LEMSS-DEV-RHELS-84
Sy TST-LEMSS-DEV-RHELE-84
Sy TST-LEMSS-DEV-WIN
o TSTLEMSS RHEL 55
g VDI - Virtual Desktop Infrastructu
SgVSSs - Virtual Server Services
[ SgWEBI - Web Infrastructure
Sy LAW - Faculty of Law
SgLIB - Library
Sy 0AB - Old Admin Building
g PADM - Pensions
g PIR - Planning and Institutional Resea
S PWAL - Peter Wall Institute

e. Click on the check box next to Name and all patches will be selected, click Deploy.

0 of 6 selected Pagelofl M1}

Rows per page:

Endpaint Data Compliance

Lumension® Endpoint Management and Security Suite e e

Home Discover Review Manage Repo Tools Help EAD\bhsundar | Log Out
Manage = Groups

Groups | Y Technology » TST-LEMSS DEV > TST-LEMSS-RHEL6-64 View: | Vulnerabilities - ‘
| P  Hide Fiters
|+ SwEDUC - Facutty of Education Name or CVE-ID Content type: Applicabilty State: Detection status
[ SgENAL - Enroiment Services [Critical an Mot Supers=de[w]  [Applicsble [Ensbled Not Patched Include sub-groups _Update View

SgESO - eHealth Strategy Office

SgFOGS - Faculty of Graduate Studies Patch and Remediation
SgFRSC - Faculty of Forestry
S - Financial Services il Disable [&) Update Cachel| | [2] Deploy... [ScanNow v (7] Export Options ~
SgHR - Human Resources
g HSE - Health, Safety and Environmen B Name Content type 7 [x] (o) @ i %o+
[l ST - nformation Technology R
Sy AL - Access Applications > N Red Hat 2014:0126-01 RH5A Moderate: openldap security and bug fix upda... Critical 0 1 0 0 1 100
SgBA - Business Applications 5 g "
SgDSK - Desktop Services > N Red Hat 2014:0127-02 RHSA Moderate: librsva2 security update for RHEL6 x... Critical 0 1 [ 0 1 100
[ SgFAD - Enterpriss Active Directory || Nl Red Hat 2014:0132-01 RHSA Critical: firefox security update for RHEL 6 %36 64 Critical 0 1 0 0 1 100
Fglali - identity and Access Manag:
[ 9954 - Systems Architecture > N Red Hat 2014:0151-01 RHSA Lowr: waet security and bua fix update for RHE... Critical 0 1 [ 0 1 100
[=] 9gSYS - Systems. .
g Quota Management > N Red Hat 2014:0159-01 RHSA Important: kemel security and bug fix update ... Critical 0 1 0 0 1 100
GgsCoM "
X :
S TST - Test Provisioning > N Red Hat 2014:0164-01 RHSA Moderate: mysal security and bug fix update f...  Critical 0 1 0 0 1 100
[ S TST-LEMSS-DEV Rows per page: [S00[%] 6 0f 6 selected Pagelof1 M1 M

SgTST-LEMSS_6-PRD
SgTST-LEMSS-DEV-RHEL5-64
SgTST-LEMSS-DEV-RHELG-64
S TST-LEMSS-DEV-WIN
o TSTLEWSS RHEL6 68
gDl - Virtual Desktop Infrastructul
SgVSS - Virtual Server Services
[F SgWEBI - Web Infrastructure
Syl AW - Faculty of Law
SgLIB - Library
Sg0AB - Old Admin Building
SgPADM - Pensions
BgPIR - Planning and Institutional Resea
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f. Click Next in the Welcome to the Deployment Wizard.

ﬂ_ umension® EMSS - Windows Internet Explorer _ |D|i|

@ https: [ fubcsys-lemssapp.ead. ubc, cafForms) deployfdw_inkro.aspx?page=GroupDetails2 'Q;ﬂ' Certificate Error

Welcome to the Deployment Wizard

This wizard will allows you to create and distribute a deployment, containing any number of packages, to any number of
computers andior computer groups, With this wizard, you can:

Select the computers andior computer groups that will receive the deployment
Select the packages thatwill be deployed

Acceptthe end user license agreements required to deploy the selected packages
[Optiohal] Define & custom name for the deployment

[Optional] Setthe deployment schedule

[Optional] Define the package deployment order

[Optional] Setthe package behavior options

[Optional] Setthe deployment notification and snooze options

[Optional] If 4 reboot is required, setthe reboot notification and snooze options

Wl m e L

Click Next o continue

[T Do not display this page in the future

Mext = | Cancel |

Done l_l_l_l_l_’_|® Inkernet | Protected Mode: OFf ¥a - | HI00% v g
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g. Click Next in the next window (Available Endpoints) showing the endpoints that will be patched.
o x
Deployment Wizard 2
Available Endpoints/Groups
Select the computers andfor groups you want to receive the deployment.

Available Endpoints: Available Groups:
Endpoint 05 Name Total Selected I Vo]
Individual Linux Devices 1 1
= g‘ﬂ My Groups

gbl:‘ Custom Groups

g University of British Columbia

EE System Groups

ﬂ:‘ Directory Service Groups

= Back MNext = Cancel
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Click Next in the next window showing the available patches.

o [=]
Deployment Wizard

Available Packages
Selectthe packages you want to deplay.

Vendor Name

Total Selected
Lumension Security 5 0
Red Hat (Fxclusive) 2141 1
Third Party

Select a vendor to display their available packages.

< Back I Next = Cancel
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Select radio button to “I ACCEPT the terms and conditions of this end user license agreement” and click Next.
[0

Deployment Wizard Z

Licenses
Review the End User License Agreements for these packages.

DISCLAIMER: Licenses made available to End-Users of manufacturer software through Lumension Security Inc.'s Lumension EMSS Sarver may not
be the latest licenses, the correct licenses, or the only licenses for End-User's legal compliance purposes. End-Users should consult software
manufacturers’ websites to verify legal compliance requirements of licenses for manufacturers' software.

There are no licenses for the selected packages.

LICENSE NOTICE: Although one or more manufacturer software did not contain or indicate a software license, End-User should be avware that
there may be licenses associated with such manufacturer software and that it is End-User's responsibility, and not Lumension Security Inc.'s,
to determine End-User's compliance with such manufacturer softeare licenses. By selecting "I ACCEPT" for each license, End-User represents
that it has consulted software manufacturers' websites and has determined the legal compliance requirements of such software licenses.

® | ACCEPT the terms and conditions of this end user license agreement.
(O 1 DO NOT ACCEPT the terms and conditions of this end user license agreement.

= Back Next = Fimizh Cancel
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j.  Give appripriate names to your Job and Task. Naming task same as the endpoint or group patch is
recommended. Click on “Change” button to set a schedule.

gl
Deployment Wizard |
Deployment Information
Define a custom job name for the deployment and select the option for this deployment.
Required fields are marked with an *
o name: e diation for TST-LEMSS-RHELG-64
Task name. |Dep|0yment of {Critical and not Supersed}
Starttime:  |gcal Time: 1/31/2014 12:00:00 PM
. " [change..|
UTC Time:  1/31/2014 8:00:00 PM
Deploymenttime zone: o
® Agent Local Time (Deploy at local time for each individual node) -
(O AgentUTC Time (Deploy at UTC time for each individual node)
Wanner. ®) Concurrent Deploy to |‘1200 nodes at a time.
(O Consecutive Deploy to all nodes on a first come first serve basis.
[ suspendthe deployment of this package, if it fails to deploy to ane or more nodes.
[ Deploy package even ifthe computer has been previously patched. -
i
Motes: [created by ead\bhsundar on 1/31/2014 11:30:15 EM (Local)
< Back Next = Finizh Cancel
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K. Review the deployment order and Click Next

il

Deployment Wizard ?

Package Deployment Order and Behavior
Setthe deployment arder and behavior for each individual package.

Action Order Package Hame Selected Options Reboot
|:| i ‘ 1 Red Hat 2014:0128-01 RHSA Moderate: openldap security and bug fix update for RHEL § Server x85_84
|:| i ‘ 2 Red Hat 2014:0127-02 RHSA Moderate: librsvg2 security update for RHEL & Server x85_64
|:| # ‘ 3 Red Hat 2014:0132-01 RHSA Critical: firefox security update for RHEL & Server x85_54
|:| # ‘ 4 Red Hat 2014:0151-01 RHSA Low: wget security and bug fix update for RHEL § Server x26_64
|:| # ‘ 5 Red Hat 2014:0158-01 RHSA Important: kernel security and bug fix update for RHEL § Server x86_64
|:| # ‘ (] Red Hat 2014:0164-01 RHSA Moderate: mysqgl security and bug fix update for RHEL & Server x86_64

KL >»

= = I 1 ofl Pages = = Rows Per Page: |2UU.

Restore Defaults | = Back Next = Finish Cancel
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L. Inthe next window select the options to schedule your patching and click Next. See the e.g. in the screen shot
Note:

Recurring means it will apply the same patches over again.

_Ioix

Deployment Wizard -

Schedule Configuration
Setthe deployment schedule to one-time or recurring deployment and the appropriate options for each.

@ One time 0On 1/31/2014 11:24:32 AM Local r Date:

O Recurring <

January 2014 >

]
]

=
a
=
8]

I
]
1~
=]
lec
-
=
-
=

1

—
=
ca

73
]
—
=
I
=

]
5]
02
[
]

24

]

I3
(&
[&3
I
|W

0

Ika
[
n

@ 12 hour (O 24 hour

r~ Time:

Hnur: r.'Iinute: IAM .

[ < Back | ext=
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M. In the next window confirm the schedule you set and click Next.

/5 Lumension® EMSS - Windows Internet Explorer

- x|
Deployment Wizard L
Deployment Information
Define a custom job name for the deployment and select the option for this deployment.
Required fields are marked with an *
o name: e ediation for TST-LEMSS RHELG-64
Taskname: |Dep|0yment of {Critical and not Supersed}
Starttime: | gcal Time: 1/31/2014 12:00:00 PM
. !
UTC Time:  1/31/2014 8:00:00 PM
Deployment time zone:
(O] Agent Local Time (Deploy at local time for each individual node)
O AgentUTC Time (Deploy at UTC time for each individual node)
Manner: ® Concurrent Deploy to |‘1200 nodes atatime.
O Consecutive Deploy to all nodes on a first come first serve basis.
] Suspend the deployment of this package, if it fails to deploy to one or more nodes.
[ Deploy package even ifthe computer has been previously patched.
Notes!  [created by ead\bhsundar cn 1/31/2014 11:30:15 AM {Local)
= Back Next = Finizh Cancel
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a. Inthe next window you will see the packages shceduled for deployment and the options like “chaining”
to reduce reboot, what packages require reboot and quite mode (no user intervention required) etc.
You can hover your mouse over the symbols to see what each symbol means. Click Next.

_[oix

Deployment Wizard i |

Package Deployment Qrder and Behavior
Setthe deployment order and behavior for each individual package.

Action Order Package Name Selected Options Reboot
|:| i x 1 Red Hat 2014:0015-01 RHSA Important: openss| security update for RHEL 6 Server x85_64
|:| 7 x 2 Red Hat 2014:0018-01 RHSA Important: libXfont security update for RHEL 6 Server x85_64
|:| i# ‘ 3 Red Hat 2014:0043-01 RHSA Moderate: bind security update for RHEL 8 Server x85_64
|:| # ‘ 4 Red Hat 2014:0044-01 RHSA Moderate: augeas security update for RHEL & Server x85_64
|:| # 4‘ 5 Red Hat 2014:0097-01 RHSA Impertant: java-1.6.0-openjdk security update for RHEL 6 Server x85_64
|:| 7 x 3] Red Hat 2014:0103-01 RHSA Moderate: libvirt security and bug fix update for RHEL 6 Server x36_54

«L 1M

< |1 ofl Pages = = Rows Per Page: IZUU.

Restore Defaults | < Back MNext = Finish Cancel
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b. Inthe next window, select whether you want to receive notification, click Next.
ﬂ'.; Lumensioni® EMSS - Windows Internet Explorer _ ||:||1|

@ hktps: fiubesys-lemssapp, ead, ubc. cafFormsideploy D _Deployhaote aspsx

Irad) Certificate Errar

Deployment Wizard 2

Motification Options
Set the deployment notification, reboot notification, user snooze and cancel control options.

—Define the Deployment Motification Options —Define the Reboat Motification Gptions
" Do not notify users of this deplovment " Do not notify users of the reboot
' Motify users of this deployment % Motify users of the reboot
Message: (1000 characters max) Message: (1000 characters max)
The download and installation of the patch: - To complete the installation of the patch: -
{Critial and Not Supersed|} is ready to begin. {Package Nawe};, it 1= now necessary to reboot
If vwou redguire any additional information, vour endpoint. If you redguire any additionsl
please contact your Luwension EM3S LI information, please contact vour Lumension EM33 LI
818 characters left. 804 characters left.
[ Use Palicies [T Use Palicies
Options Setting Use Agent Policy Options Setting Use Agent Policy

Allow userto cancel Mo = I Allow userto cancel IND 'l -

Allow user to snooze IYes 'I [l Allowy userto snooze IYeS 'l [
Motification ontop I‘r‘es 'I [l Reboot within |ED IMinS 'l I

Deploy

& within 60 |Mins 'l

= By IDQIDEIEM 212:00 A0

=Back | mext= | Fnisn | cencel |
Done l_l_l_l_’_’_|@ Internet | Pratected Mode: OFf |'J._..i - | 100w - g
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c. Inthe next window you will see Deployment Confirmation, Click Finish.

_ioix

Deployment Wizard ?

Deployment Confirmation
Verify the deployment options and summary information

Job name: Remediation for TST-LEMSS-RHELE-64

Schedule: One time deployment, starting on 1/31/2014 12:00:00 PM based on Agent Local Time.
Manner: Concurrent: Deploying to 1200 endpoints at a time.

Deployment notification: Users will not be notified of the deployment.

Reboot Notification: The deployment dees not regquire a reboat.

Total selected packages: [

Total selected computers/groups: 1

Notes: Created by ead\bhsundar on 1/31/2014 11:30:15 AM (Local)

Selected Packages:
Order Package Hame Selected Options Reboot EndpointsiGroups
Red Hat 2014:0015-01 BRHSA Important: openssl security update for RHEL & Server x86 64 1

Red Hat 2014:0018-01 RHSA Important: libXfont security update for RHEL 6 Server x86 64

Red Hat 2014:0043-01 RHSA Woderate: bind security update for RHEL & Server x86 64

Red Hat 2014:0044-01 RHSA Moderate: augeas security update for RHEL 6 Server x26 &4

Red Hat 2014:0057-01 RHSA Important: java-1.6.0-openidk security update for RHEL 6 Server x86 64
Red Hat 2014:0103-01 RHSA Moderate: libvirt security and bug fix update for RHEL & Server x85 64

@ th e ot fa =
o o

< < [ ofl  Pages = | Rows Per Page: IZUU.

< Back Next = Finizh | Cancel |
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d. If the packages are not cached you will see the packages being cached, wait until all packages are cached. You
will see the status as “Requesting”, this could take several minutes depending on how many packages are
being cached. You may deploy without caching by clicking on the “Deploy Unordered” button.

— Lumension® EMSS - Windows Internet Explorer - |EI|£|
- =
@ https:fjubcsys-lemssapp.ead.ubc.cafForms deploy DWW _Confirmn. aspx '@' Certificate Error
Deployment Wizard &

Deployrment Sumrmary
Click specific package hame to view the deployment details. Click Close to exit the wizard.

Systms Windowes
Job name: Remediation -

08/05/2012 11:54:20

A
Schedule: Recurring deployment, starting on 05/08/201 2 11:00:00 PM bazed on Agent Local Time,
Manner: Concurrent: Deploying to 1000 endpoints st o time,
Deployment notification: Motify and allow users to snooze the deployment,
Reboot Hotification: Motify and allow users to snooze the impending reboot,
Total selected packages: E
Total selected computers/groups: 2
Hotes: Created by eadbhsundse on 080872012 4:54:20 AW (Local)
Selected Packages: (7 of 6 packages have been cached) Auto-Refresty W,
¥ Package Hame Status
EC;)J MS 2465571 Update for MET Framewark 4.0 (Al Languages) (G4Bit) Requesting
EC;)J MS 2533523 Reliability Update 1 for MET Framewwork 4 .0 (&1 Languages) (6481t Requesting
E‘. M 2639655 Warkaround for Wulnerskilty in TrueType Fort Parsing (Disskled) (G481t Cached
E'. MS 2719613 Warkaround for Wulnerability inin Microsoft XML Care Services (Disabled) Cached
t‘. MS 931125 Update for Root Cerdificates (Spril 201 2) (Al Languages) Cached
E", MS 973658 Update for XML Core Services 4.0 Service Pack 2 (548 Cached

= = |1 of1 Pages = - RowsPerPage:|1UU |

Your packages have been requested; once all requested packages have been cached, the deployment will begin as scheduled.

Retfresh | Deploy Unordered | Cancel |
l_l_l_l_l_l_lg Internet | Prokecked Mode: OFf |v'.__:. - | 100% - 4
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e. Click Close to complete the scheduling.

il

Deployment Wizard Z

Deployment Summary
Click specific package name to view the deployment details. Click Close to exit the wizard.

Remediation for
Job name: TST-LEMSS-RHELS-
54
Schedule: One time deployment, starting on 1/31/2014 12:00:00 PK based on Agent Local Time.
Manner: Concurrent: Deploying to 1200 endpeints at a time.
Deployment notification: Users will net be notified of the deployment.
Reboot Notification: The deployment does not require a reboot.
Total selected packages: 1
Total selected computersigroups: 1
Notes: Created by ead\bhsundar on 1/31/2014 11:30:15 AM (Local)

Selected Packages:

Order Package Name Selected Options Reboot Endpoints/Groups
Red Hat 2014:0015-01 RHSA Important: openssl| security update for RHEL 6 Server x86 64 1
Red Hat 2014:0018-01 RHSA Important: libXfont security update for RHEL 6 Server x86 64 1
Red Hat 2014:0043-01 RHSA Woderate: bind security update for RHEL 6 Server x85 54 1
Red Hat 2014:0044-01 RHSA Woderate: augeas security update for RHEL & Server x86 54 1
1
1

Red Hat 2014:00587-01 RHSA Important: java-1.6.0-openidk security update for RHEL 6 Server x86 64
Red Hat 2014:0103-01 RHSA WModerate: libwirt security and bug fix update for RHEL & Server x86 64

@ e W fa =

z = |1 ofl Pages = = Rows Per Page: IZUD.

Close |

IEm—1 ThrG T

f. Click on Manage, Deployment and Tasks to see your newly created patching schedule.

Lumension® Endpoint Management and Security Suite Vilnetsbilly | Endpirt | _Daia Compliance

Management  Protection Protection & Reporting

Home Discover Review Manage Reports Tools Help EAD\bhsundar | Log Out

Manage = Deployments and Tasks
- Hide Fitters

Status: Type:
—Al— [—a1— Update View
Enable Disable Abort Delete | [ Deploy.. [ Export Options +
Name Type Created Date ~ Created By
> [ Remediation for TST-LEMSS-RHELG-64 Package Deployment 1/31/2014 11:39:51 AM (Local) EAD\bhsundar
» [ Mandatory Baseline: Red Hat 2014:0101-01 RHEA tzda... Mandatory Baseline Deployment 1/31/2014 11:15:08 AM (Local) System
> [ Mandatory Baseline: Red Hat 2014:0104-01 RHEA ope... Mandatory Baseline Deplayment 1/31/2014 11:15:08 AM [Local} System
» [l Mandator Baseline: Red Hat 2013:1867-01 RHEA tzdat... Mandatorv Baseline Denlovment 1/31/2014 11:15:08 AM iLocall Svstem

10/7/2019

INFORMATION TECHNOLOGY

6356 Agricultural Road, Vancouver, BC V6T 122 www.it.ubc.ca




3. Deploy same Patches to different Groups or Endpoints

Follow the instructions below to apply a set of patches that has already been tested on a group or endpoint e.g.
Development group to another group or endpoint e.g. Production group.

NOTE:
The patches must be for the same OS version.

How to redeploy a Deployment Steps

a. Select Manage [ Deployments and Tasks

b. Select a Deployment that already exists and has been test on a group or endpoint e.g. Development group
or endpoint

C. Select Deploy...

I
[ e Desioy Expert Qptees
Tree ested Ot * Canted by

NI T1E4 AU 0 . "

ompieted

Completed

Completes i 3 14 J 1

sgosoceocose
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d. Select Custom, System Group or endpoint to deploy e.g. a production group or endpoint.

Deployment Wizard ?
Auadatie Encpomtatrougs
Select B COMPUErs INAIN GIOUSS YOU Want 10 Feceive the Seployment
Avaratic tnapomts: Avasatie Groaps:
Endpont O3 Name Totsl  Selecte
~
’ 1 .
=od WG
- %
' Vv " BerrBank
% > = Syl Berrfians

e. Go through Deployment Wizard\Schedule
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4. Patching through Mandatory Baseline Policy

A Mandatory Baseline is a minimum set of content that must be installed on a group's endpoints. Composed of
user-defined content items deemed essential to the group, this baseline continually verifies that the applicable
items are installed on group endpoints. If a group endpoint is found in a non-compliant state (does not have an
item defined in the baseline installed), Lumension Endpoint Management and Security Suite automatically
deploys the applicable content until the endpoint is once again compliant. Mandatory Baselines ensure group
endpoints are never without essential security content.

It is recommended when implementing Mandatory Baseline policy you should also implement Agent Policy set
for the same group so hours of operation can be defined, i.e. set specific time to apply patches to an endpoint
or a group of endpoints. If this is not done then the Mandatory Baseline policy will push the patches as soon as
it’s detected and server could be rebooted after patches are applied.

Get more details on Baseline policy and Agent policy set from the HEMMS console, click on Help, New Users Start
Here...

Uninstalling Linux Agent:

i. Login as root. Change the directory to /usr/local/patchagent.
ii. Execute command ./uninstall. When prompted, reply y.
iii. Execute the following command from the /usr/local to delete the patchagent directory: rm —rf
patchagent
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	Prerequisite for joining the HEMMS server for automated patching solution

