
UBC & PCI DSS Compliance

PCI = Payment Card Industry

Data Security Standards



Overview

 Direction from the Province

 Current Status

 Risk mitigation – outsource service hosting

 Who owns PCI Compliance for UBC

 Active Merchants
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Direction from the Province
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Direction from the Province

June 29, 2009 PCI Compliance and UBC 4



•We are now in compliance for 

these areas

•We are two to three month of 

work away from being 

compliant

•We have a major uphill battle 

to become compliant here.

Current Status –

CBM Module @ UBC
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Risk mitigation - Plan
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 CBM currently is a stand alone 

module

 It does not store credit card numbers

 It can be out-sourced to a PCI 

compliant 3rd party to host / manage

– Already has the physical security in place

– Already has the monitoring in place

– Already has approved / audited procedures 

and policies in place

PCI Compliant service 

provider

UBC’s environment

CBM



Risk Mitigation

 RFI has been created 

and is currently open 

for response

 Four vendors have 

indicated that they will 

respond

 RFI closes on July 6th
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Who owns the PCI issue for 

UBC?

 Meetings held with 

Finance, UBC IT & 

Enrolment Services

 Agreed at the meeting 

that Ian Burgess owns 

the fiscal compliance 

issue.

 With the October 2010 

compliance mandate –

Internal Audit have 

been briefed and are 

preparing to review

 PCI compliance to be 

incorporated into 

UBC’s fiscal reports 

to the Province
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Merchants at UBC 

not using CBM

 Excluding the 70 +/- groups using 

Student Systems’ CBM module -

Central Finance identifies a variety 

of UBC merchants via bank:

– First data (BMO)

– HSBC – Caledon

– HSBC – Moneris

– TD

– CIBC

– Royal Bank

 Some are handling physical 

cards and issuing receipts, some 

are storing card details, others 

could migrate to use CBM

 Finance review of Merchants has 

identified that not all accounts are 

active.

 Previously though to be about 400 

Merchants – this estimate is 

reduced to less than 200.

 Inspite of this good news – we are 

clearly going to be challenged to 

meet the Provincially mandated 

compliance date for UBC as a 

whole.
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